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TLDR:

• Deputy Director for Operations, Energy Threat Analysis Center (ETAC)
Office of Cybersecurity, Energy Security, and Emergency Response (CESER), Department of Energy (DOE)

• COL, Cyber (17A), 63rd Readiness Division, G6/CIO

• Military Cyber Professionals Association, HammerCon Co-Lead

• Speaker, Author, Professor, Coach

• #toomany Pro-Certs, highlights: CISSP-ISSEP, CISM, CDPSE, PMP, CEH, GMON, GCIH, 
Cloud+, CySA+

• Extra Class Amateur Radio (HAM): KG4COS

Feel free to view/listen/grab my previous presentation/articles here:
https://github.com/cyberguy514 

WHOIS: Brad Rhodes
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63D Readiness Division
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Agenda
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Part 1 – Army Cyber Capabilities

• Army Doctrine

• FM 3-12 - CEMA

• ADP 3-13 – Information

• FM 3-14 – Space Operations

• Joint Cyber Forces

• Army Cyber Forces

• Army Cyber Activities

• Army Authorities in Cyber Response

• Innovative Readiness Training

Part 2 – The Changing Threat Landscape

• CISA Critical Infrastructure Sectors

• Cyber Threat Families

• Kimsuky and the Scientists

• CL0p Extortion

• Midnight Blizzard

• Volt Typhoon

• Salt Typhoon

• Mis/Dis/Mal-Information

• TikTok and Influence

• Key Current Threat TTPs

• What can you do “Left of Boom?”
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Army Doctrine – FM 3-12: CEMA
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Army Doctrine – ADP 3-13: Information

THE Information Environment
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Army Doctrine – FM 3-14: Space Operations
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Joint Cyber Forces
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Army Cyber Forces

Operate Defend Attack Influence & Inform

https://www.arcyber.army.mil/Organization/Units/ 

G

R
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https://www.arcyber.army.mil/Organization/Units/
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Army Authorities in Cyber Response

State Active Duty (NG-only)

Title 32 (NG-only)

Title 10 (Reserve)

Title 10 (Active)

Immediate Response 
Authority (72 hrs)
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Innovative Readiness Training
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CISA Critical Infrastructure Sectors

https://www.whitehouse.gov/briefing-room/presidential-actions/2024/04/30/national-security-
memorandum-on-critical-infrastructure-security-and-resilience/ 
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https://www.whitehouse.gov/briefing-room/presidential-actions/2024/04/30/national-security-memorandum-on-critical-infrastructure-security-and-resilience/
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/04/30/national-security-memorandum-on-critical-infrastructure-security-and-resilience/
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Cyber Threat Families
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• Personal Emails as start

• Social Media Signatures & OPSEC
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Kimsuky and THE Scientists
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CL0p Extortion (1 of 2)
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CL0p Extortion (2 of 2)
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Midnight Blizzard RDP
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Volt Typhoon (1 of 2)
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Volt Typhoon (2 of 2)
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Salt Typhoon
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Mis/Dis/Mal-Information
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TikTok and Influence

20242022
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Key Current Threat TTPs

Internet Exposed Infrastructure

End-of-Life Systems

Web Shells

Phishing and Attachments
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What can you do “Left of Boom?”

Continuity Planning Utilities

IT/Cyber Defenders Law Enforcement

Training



Q & A & Discuss!

Happy to connect: https://www.linkedin.com/in/brad-e-rhodes-the-
terminal-colonel/ 

THANK YOU: AFCEA 
Silicon Valley Cyber & IT 
Summit!

https://www.linkedin.com/in/brad-e-rhodes-the-terminal-colonel/
https://www.linkedin.com/in/brad-e-rhodes-the-terminal-colonel/
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