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BRIDGING THE GAP:
Al, CRITICAL THINKING,

AND
CYBERSECURITY FOR ALL

THEORY

Your job probably won’t be taken away by Al.
It will likely be taken by someone using Al.

When Vision and Capabilities Converge, Innovations Emerge
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WHAT IS ARTIFICIAL INTELLIGENCE?
(According to NIST, anyway)

adapt, and can perform tasks that

When Vision and Capabilities Converge, Innovations Emerge

"systems that can reason, learn, and

typically require human intelligence."

TYPES OF Al

@ Machine Learning (ML)

Deep Learning (DL)

Natural Language
Processing (NLP)




9/18/24

DATA PROLIFERATION
|OT DEVICE GROWTH

* 97 billion loT devices were in
use worldwide in 2023.
(Source: Statista, 2023)

* This number is expected to
reach 127 billion by 2025.

2023)

(Source: MarketsandMarkets,

DATA PROLIFERATION
SociaL MEDIA

* Facebook generates over
2.5 billion pieces of
content every day.
(Source: Facebook, 2023)

* X (Twitter) generates over
500 million tweets per
day. (Source: Twitter,
2023)
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RISKS OF USING
Al

| \ N
 Data Privacy and Security i <<z ; ‘ < J! 0 “,'p\ﬂ”i
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* Bias

* Adversarial Attacks

* Autonomous Weapons
* Job Displacement

PRESS RELEASE

North Carolina Musician Charged With Music
Streaming Fraud Aided By Artificial Intelligence

U.S. Attorney Damian Williams said: “As alleged, Michael Smith fraudulently streamed songs
created with artificial intelligence billions of times in order to steal royalties. Through his
brazen fraud scheme, Smith stole millions in royalties that should have been paid to
musicians, songwriters, and other rights holders whose songs were legitimately streamed.

Today, thanks to the work of the FBI and the career prosecutors of this Office, it’s time for
Smith to face the music.”
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Intellectual Open- »
Q Curiosity ' Mindedness o
@ Analytical 0ES Effective O

Thinking Communication =

e@ Self-Awareness
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Skepticism

Problem Solving
Skills

CRITICAL THINKING e
Critical thinking is the ability to analyze information, evaluate
evidence, and form logical conclusions.
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SIGNS OF A CRITICAL THINKER e
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Risk always exists,
but trust must be earned
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& Back

Data for Generative Al Improvement
Can LinkedIn and its affiliates use your personal data and content you create on LinkedIn to train generative
Al models that create content?

Use my data for training content creation Al models On o

This setting controls the training of generative Al models used to create content. When this setting is on LinkedIn and
its affiliates may use your personal data and content you create on LinkedIn for that purpose. Learn more.
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Trustworthiness: Al systems should be reliable, safe, secure, accountable,
transparent, explainable, privacy-enhanced, and fair.

Human-like capabilities: Al should be able to perform tasks that typically
require human intelligence, such as reasoning, learning, and adapting.
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CHARACTERISTICS OF TRUSTWORTHY Al SYSTEMS
NIST Al RMF

Secure & Explainable & Privacy- Fair - With Harmful

Resilient Interpretable Enhanced Bias Managed Accountable

&
Transparent

Valid & Reliable

Source: https://nvlpubs.nist.gov/nistpubs/ai/NIST.Al.100-1.pdf
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Tech with the greatest

Tech with the greatest
positive impact on negative impact on
organizational security organizational security
42% Automation in cybersecurity 16%
36% Advancements in Al N 48%
36% Zero Trust network access 8%
26% Risk-based vulnerability management 9%
24% Passwordless authentication 14%
20% Extended detection and response (XDR) 6%
19% Zero Trust Edge (ZTE) 7%
14% Post quantum cryptography 20%
13% Quantum computing N 36%
1% Hardware/firmware security 1%
10% Increased processing power/speed 22%
8% Blockchain 17%
8% Confidential computing 9%
7% Mobile computing advances 23%
7% Increases in edge computing 17%
7% Telecomm improvements 1%
6% Cyberstorage 13%
5% Reduction in hardware form factor 13%
Source: 2024 ISC2 Cybersecurity Workforce Study.
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The skills cybersecurity
hiring managers are
looking for when hiring

31% [N Strong problem-solving abilities
28% Teamwork and collaboration skills
26% Curious/eager to learn
25% Strong communication skills
19% Cloud computing security
17% Strong strategic thinking skills
14% Risk assessment, analysis & mgmt
14% Security engineering
13% GRC
12% Strong project mgmt. skills
12% Al/ML
1% Security analysis
1% Time mgmt and organization
1% Application security
10% Security administration
10% Emotional intelligence
8% SecOps
8% ID and access mgmt
8% Zero Trust implementation
7% Leadership abilities
Source: 2024 ISC2 Cybersecurity Workforce Study.
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CONCLUSION e

Your job probably won’t be taken away by Al.
It will likely be taken by someone using Al.
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THANK YOuU!

Chad Kliewer

vCISO | Instructor | Mentor

MS, ISSMP, CISSP, CGRC, CSSLP, CCSi
322 S Main St | Kingfisher, OK 73750
(405) 295-5411 | chad@cdkcybers.com

ISC2 AUTHORIZED
INSTRUCTOR
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